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Abstract—The implementation of QoS provisioning at the tolerant) traffic. The network can operate in one of two phases:
MAC layer requires users to classify their traffic into QoS contention, or contention-free. During the contention phase,
categories. In realistic scenarios where users are selfish andusers contend for the channel with a given probability, similar

interested in maximizing their own utility, users may have an L L . .
interest in misrepresenting the QoS category of their traffic. We to the enhanced distributed coordination function (EDCF) in

examine a simplified model for IEEE 802.11e networks in which 802.11e. During the contention-free phase, the AP polls a
channel access can be obtained via random access or polling.single user who is then given dedicated access to the channel,

Using concepts from game theory, we show that a polling based similar to the HCF controlled channel access (HCCA) in
incentive mechanism can stimulate users to truthfully report the 802.11e [2]. Note that since users are QoS constrained, the

QoS category of their traffic. Furthermore, we show that our t v admit a finit b f We defined
incentive mechanism improves the system capacity, in terms of system can only admit a initeé number of users. vve detine

the number of QoS constrained users that can be admitted, when System capacity as the maximum number of users that can be
users are strategic. admitted under the constraint that their QoS requirements are
met.
The main contributions of this paper are two-fold. First,
Quality of Service (QoS) provisioning has become an inwe show that the appropriate design of a polling scheme can
portant aspect of MAC layer design in networks where elastie used to incentivize users to correctly classify their traffic,
traffic (e.g. data) and real-time traffic (e.g. voice and videdhus enabling QoS differentiation. Second, our scheme strictly
coexist. In such networks, it is important to provide gooiinproves system capacity compared to the scenario when users
delay performance to real-time traffic, while still maintainingre strategic and no incentive mechanisms is in place. Observe
acceptable throughput levels for elastic traffic. In 802.1%kat our incentive scheme can be extended in a straight-forward
networks, QoS differentiation is accomplished by classifyinigshion to the IEEE 802.11e standard and, in fact, can be
traffic into priority classes. Users maintain separate queues fimplemented without any modification to the current standard.
each priority class, and packets in each queue contend for th&he impact of selfish behavior on resource allocation in
channel with a probability that is dependent on the priorityjommunication networks has been well studied [3]-[5]. A
class. In other words, high priority traffic contends for theommon way to combat this selfish behavior is the use of
channel more aggressively than low priority traffic. dollar-valued pricing schemes, in which users pay for the ser-
The random-access nature of uplink in the 802.11 protoodte they receive [6]-[8]. Such schemes may, however, require
is inherently distributed; that is, users self-classify the priorityne implementation of complex pricing schemes where prices
of their own traffic. In a scenario where users are welbare updated, for example, at the rate of channel variations
behaved, then the network can trust users to correctly classify changes in network topology. Since access to wireless
their traffic. But in realistic scenarios where users are strategnatworks is typically free or available at a flat rate, this is
they may have an interest in misrepresenting the priorityless-than-desirable solution.
of their traffic - even at the expense of overall network Recently, researchers have begun to consider alternatives
performance. For example, a user can improve the throughputdollar-valued pricing schemes. In wireless networks, one
of its low-priority traffic by classifying it as high-priority - an technique is to model energy as an explicit cost to users
action that adversely impacts the performance of other userd9f, [10]. The authors in [11] use a centralized downlink
all users act similarly (as rational users can be expected to dsheduler to ensure socially optimal uplink allocations in
then the system no longer supports any QoS differentiatiorcellular networks. The authors in [12] consider a scenario
a phenomenon known as ttragedy of commonflL]. similar to the one presented here. However, the system model
In order to gain insight about how to design incentiveis different and requires users to be either high-priority or low-
compatible schemes for MAC-layer QoS, we work with a@riority. Moreover [12] does not consider admission control.
slotted aloha-type model that retains many of the saliefhe analysis and results in this paper are completely novel.
features of 802.11e, but with the benefit of admitting tractable The rest of this paper is organized as follows. Section Il
analysis. With this model, each user has two types of traffipresents the system model, while Section Ill formulates the
high priority (delay sensitive) traffic, and low priority (delayoptimal resource allocation problem in terms of admission
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control. Section 1V formulates the traffic classification problerimiting the number of users in the system. In order to address
as a non-cooperative game, and shows that it is possibletiie second issue, we use the contention free phase. The idea is
design a polling rule such that correctly classifying traffic ito assign the probability that a given node is polled based on its
a dominant strategy for all users. Section V gives numerida¢havior during the contention phase. If a user is “truthful” in
results regarding the impact of selfish users on the admissidassifying its LP traffic, it is rewarded with a higher value
control criteria, throughput and delay performance. Finallgf v;. If a user is “strategic” in classifying its LP traffic,
Section VI provides our conclusions and areas of future worik.is punished by receiving a lower (possibly '0’) value of
v;. Of course, this type of scheme requires that the AP be
able to determine whether a node is transmitting its LP traffic
Throughout this paper, we use the following model. Theigjth probability p or ¢. While the transmit probability is not
are N users, each with high-priority (HP) and low-prioritygjrectly observable, the broadcast nature of transmissions in
(LP) traffic. To simplify our analysis, we assume that bot§p2.11e means that the AP can easily infer these probabilities
sets of queues are saturated (i.e. full-buffer assumptiopy, keeping a filtered version of transmission attempts, along
Furthermore, the system guarantees a minimum QoS to USES Jines of the approach taken by the authors in [4].
in the form of minimum throughput guaranteég! for HP  Note that because HP and LP throughput are dependent on
traffic and7"" for LP traffic. the proportion of time spent in CFP, the admission control
Time is divided into slots. Each slot Opel’ates in either thﬁiteria becomes a function ef. Furthermore, since we are
contention phase (CP) or the contention-free phase (CFP). Wng polling probabilities as a reward or punishment for users’
denote bya the probability that a slot operates in CFP, whergehavior, and since users can choose to transmit either HP or
a is a fixed-value chosen by the AP. In each slot of thep traffic when polled, the minimum throughput requirements
contention-free phase, the AP polls a single node, where should be met regardless of how much polling time a user
is the probability that node is polled. The polled node may receives. In other words, the admission control criteria is

choose to send either HP or LP traffic. dependent on the value of, but it does not depend on the
During the contention phase, HP queues attempt to transiifues ofv.

with probability p, while LP queues attempt to transmit with
probability ¢ < p. We assume that users exercise intern& Truthful Users

collision resolution; that is, if a user attempts to transmit from From the perspective of the AP, the utility of the system
both its HP and LP queues in the same slot, only the HP qud&dhe number of admissible users. If users are assumed to be
will actually contend for the channel. A transmission attempt fguthful in classifying their traffic, the AP will choose and
successful if and only if there is a single transmission attenﬁt to solve the following problem.

- there is no capture or carrier sensing, and we do not mo blem P1

Il. SYSTEM MODEL

an explicit backoff mechanism. max N
With this in mind, we can write the throughput of users A% pi
ubject to -
follows: ) L-a)pl—(p+ql—p)Vt > TH (1)
= -apl—(p+q1-p))"" N-1 L
: (I-a)qg(l—p)[1—(p+aq(1—p))] = T (2
F=(0-a)gl—p)[1-(p+q(1- p))]N_l Here, we present a technical assumption regarding the
Jpoll _ relationship betweef®, T, p, andq.
g ! Technical Assumptlon 1The values ofl'?, TZ, p, andq
wherer is the HP throughput;* is the LP throughput, and are such tha% > iy
p"” is the contention-free phase throughput for user Now, consider the constraints from Problem P1. By rear-
I1l. OPTIMAL SYSTEM PERFORMANCE ranging, Wi gelt TH
o _
For most current applications, thaditional mode of opera- - p(1=(p+qa—-p)N
tion for 802.11e networks is to operate solely in the contention TL
phase and without any admission control. There are two a < 1- 1 1 1 N_1
drawbacks to this design. The first is that in contention-based ¢(1=p) (1= (p+q(l-p) i
systems, increasing the number of users increases contentiut. from Technical Assumption 1, we ha\@ e

(1-p)’
As a result, the AP cannot provide minimum throughput guamaking the first condition sufficient to guarantee tﬁe second.

antees for an arbitrary number of users. The second drawbacKince the upper bound on given by (1) is a strictly

is that the choice of transmission probabilities: p, although decreasing function ofV, the solution to Problem P1 is to
motivated by the delay sensitivity of high priority traffic, ischoosea = 0. This is not surprising. If users can be trusted
unfair to LP traffic. A user can improve the throughput of itso be truthful and transmit their LP traffic with probabiligy
low-priority traffic by classifying it as high-priority - an actionthere is no need to invoke the contention-free phase as a reward
that adversely impacts the performance of other users. Simrgunishment. From the perspective of the AP (which is trying
throughput depends on the number of users in the system, thienaximize the number of users allowed into the system), the
AP can provide minimum throughput guarantees by simphest course of action is to always operate in contention phase.



B. Strategic Users Since users are not strategic with respect to their HP traffic,

Problem P1 formulates the admission control criteria basé§ need only model the utility of LP traffic. Since LP traffic is
on the assumption that users are truthful. If users are strate§iglay tolerant, it is reasonable to model LP utility as a function
however, the AP cannot support minimum throughput guara®f throughput. We have

tees or desirable delay performance by using the admissioly, &, v;) = 7F+ 77"
control criteria from (1). One way to mitigate this problem _ 1 1 ) )
is to simply construct the admission control criteria under the = (1-a)oi(l—p) H[ —(p+0;(1 —p))]
assumption that all users are strategic. In this case, the AP + _ g7
will choosea and N to solve the following problem. avi
Problem P2 Since the AP is a benevolent player whose only goal is to
max N ensure QoS differentiation, the utility of the AP is defined as
o Uo(c,v) = 0.
subject to _
) (I-apl-(p+p(l- p))]N ' > 1" (3) B. Dominant Strategies Equilibrium
I—a)p(l—p)1—@+pa-p)V' > TF @) Having constructed our game, we want to see whether an
. . H L appropriate choice aof incentivizes users to transmit their LP
;Lrom Technical Assumption 1, we ha\% Z 30=» = traffic with the correct probability. Let
———, making (3) sufficient to guarantee (4). 1 ifo;=g¢q - .
(- X . N — i
3 Alltolzlough solving Problem P2 allows the AP to SatISf){(Ul) 0 else be an indicator function for whether

minimum throughput guarantees if users are strategic, it do¢geri transmits LP traffic with the correct probability. The
nothing to ensure the appropriate QoS differentiation (i.e. ti@lling probabilities assigned by the AP can be written as
delay performance of HP traffic). In the next section, we use v = 1(04) (5)
tools from game-theory to show how the contention-free phase Zj\':l I(oj)

can be used to incentivize users to be truthful. Recall the definition of dominant strategies equilibrium [1]:

IV. NON-COOPERATIVE GAME Definition 1: A strategy profiles is a dominant strategies

We formulate a Stackelberg multi-stage game with tw%qunlelL(JUmi,|(1‘7:51:1)d>01r213(10|}: o ) Vo, e Yo_; € 5_,

types of players: the AP and the users. The AP is a benevolent _
player whose only goal is ensure that users transmit LP trafﬁ@r every player:.

with probability g. The users are selfish players interested i IS our gogl to show that if t_hg AP assigns pqlllng prOb‘T".b”
R ; o . les according to (5), transmitting LP traffic with probability

maximizing their own utility. The game is structured such . oS :

g is a dominant strategy equilibrium of Ganfe for certain

that the values ofvx and N are fixed and known, and users : .
know apriori that their polling probabilities will be assigneo\f/alues ofa and V. We now introduce the following theorem.
Theorem 1:Let o and N be such that

according to some rule based on the actions of the players. In NI —p)p—q)(1—p—q(l—p)N-1 5
this casey; is Chosen agmperof fruthful player%f player: =1 N1l-p)(p—q(1—-—p—q(l—p)N-1 ©

is truthful, and'0’ otherwise. Since this is formulated as a one-

shot game, users are modeled as announcing their choice afhd let ¢ = {(be(";gg‘),..., Z]{’(UZIV()JJ .4, ,qj.
transmit probability to the AP. In reality, the AP would observerhen the strategy'p ofile is a dominarit stratedies equilibrium

the frequency of transmission attempts over some period fof gameF.
time and assign polling probabilities based on its observations. Proof: Since the AP is a benevolent user without any

A Game Formulation inherent utility, we only need to show that

poll oll
Formally, we denote by = [N, {%;}, {Us(-)}] the non- (g, 0-0) + 777 (g, 0-0) = 7 (p,0-3) + 7 (Do) 2 0
cooperative game. Let/ = {0,1,..., N} denote the set of for every useri =1,..., N and for everyo_; € &;si X
players, where player= 0 is the AP and players=1,..., N We have:
are the users. The strategy space for the ABjis= {v: 0 < L (g0 )+
v; < 1,25\;1 v; < 1}, and for the users i8; = {p, ¢}. Notice
that the strategy space for users is purposely restrictive; that is,™ (1 —a)q(l —p) H [1=(p+o;(l=p)]

i 1
7N q.0-0) = 7 (p,0-5) = 777 (Do)

the misbehavior of users is restricted to transmitting LP traffic o 7

with probability p. Users are not allowed to modify protocol + ————

parameters by using arbitrary transmission probabilitiasr Z#i 1(o;)

are users strategic with respect to their HP traffic. We denote — (1 — a)p(1 — p) H 1—(p+o;(1-p)]+0
by o; € ¥, the action of usei, and byo_; = (01,...,0; — j#i

1,0441, the actions of the other users. e}
Tt ON) > (1-a)q-pi-p[[L-E+ot-p)+

1This reflects realistic situations in which users have the ability to declare J#
the priority of their traffic, but do not have access to MAC-layer parameters. > (0



where the first inequality comes froni:;,\’= (o) < - | oo s
N, and the last inequality comes from (6) and from 0 R
1—(p+oi(l-p)<1-p—q(l-p). s R
[ 5 os
C. System Performance Revisited 05
We are interested in maximizing the number of users that 02 :
can be admitted subject to both QoS and incentive compati- o1 /——\-—\
bility constraints. We have 0 . . B — e
Problem P3 N
rgz}\?( N Fig. 1. Upper and Lower Bounds am as a Function ofV
subject to TH e \EEE EEi
a < 1- N1 (7) SN 2 s
p(1=(p+q(1-p)) o1y - pypat
N1-p)p-—q)Q—-—p—ql—p)~N! ®) A . .
= 1+NA-pp-gd-p—qd—p)N! NES
The first constraint is the same as in Problem P1 - it ensures ossf
the number of users is such that each user receilfes 77 o6 e
andrf > TL. In addition to this bound, there is a lower bound 055 o — 0w

20 3
Number of Users

on « that must be satisfied in order to incentivize users. Again,
this solution is not surprising. In order to incentivize users, tHed- 2. Comparison of Price of Anarchy and Cost of Incentive Compatibility
AP must invoke the contention free phase.

Let Ny be the solution to Problem PN be the solutionto on o for which the minimum throughput guarantees can be
Problem P2, an&V; be the solution to Problem P3. In order tQnet if all users are truthful. Since we must have> 0, the
examine the impact of strategic users, we draw on terminologyaximum number of users admissible to the s;?sterﬂ?i,s
from economics. Often, the equilibrium points that arise frond occurs whem = 0. The dashed line shows the upper
a non-cooperative game are sub-optimal with respect to syst§gind ona for which the minimum throughput guarantees
performance. One way to quantify this sub-optimality is thgan pe met if users are strategic. Again the maximum number

price of anarchy(5], defined as: of users admissible to the system occurs whes 0. When
system utility of worst equilibrium N users are strategic, however, this value is ofy The solid
paA= optimal system utility = N} line shows the lower bound on for which transmitting LP

traffic with probability ¢ is a dominant strategy. In order to
verall tem utility that i d by the non ; ti\i/H?:entivize users while still maintaining minimum throughput
overall system ulility that IS caused by the non-coopera g%arantees, we must choosea@ithat satisfies both the upper

behavpr of USETS. . . . . bound (given by the dotted line) and the lower bound (given
The incentive-compatible scheme introduced in this pap&r/ the solid line) from Problem P3. The largest value)of
also results in a loss in system utility, since invoking th

tention-f h d th b f dfao.r which this is possible i23, and occurs at the point where
contention-free phase decreases the number of users a 'g'upper and lower bounds. cross.

ibl h . Followi h finition i i ) . .
sible to the system. Following the definition introduced in In this example, the price of anarchys = 16 — 59 and

11 ify this | i fi i . ' T 27 .
E:orkp\a,\vt?biﬁ?yn dcélfjiiztéfést_ Is loss using theost of incentive the cost of incentive compatibility is;c = §—§ = .85. Using

o _ . _ . the contention-free phase of 802.11e to incentivize users not
_ system utility of incentive-compatible scheme N3 onjy maintains the desired QoS differentiation, but it actually
optimal system utility N} performs better in terms of admission control than simply

The distinction between these two measures is that the price2$pwing for the fact that users are strategic. A natural question
anarchy measures the loss in system utility that occurs whénwhether this is true in general. Figure 2 compares the price
users are strategic, while the cost of incentive compatibili§f @anarchy and the cost of incentive compatibility as a function

measures the loss in system utility that is caused by incé¥- N7 (the number of users admissible to the system when
tivizing users to be truthful. users are truthful). This comparison is done for three different

of QoS differentiation:%; =2, % =5, andg = 10.
These results indicate that our proposed scheme does per-
In this section, we examine the behavior of our proposédrm better in terms of admission control than simply allowing

In other words, the price of anarchy characterizes the loss

pIc

V. NUMERICAL RESULTS

scheme through numerical examples. for the fact that users are strategic. Perhaps the most interesting
Figure 1 shows the upper and lower bounds @ras a observation, however, is that the cost of incentive compatibility
function of N whenp = .05. ¢ = .01, T = .01 and for our scheme actually improves as the QoS differentiation

Tt = THUP) The dotted line shows the upper bounthcreases! This is in stark contrast with the policy of simply
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Fig. 3. Average Throughput of LP Traffic Fig. 4. Average Delay of HP Traffic

allowing for the fact that users may cheat, for which the prio%rice of incentive cpmpatibility). Furthermore, we see that our
of anarchy worsens as the QoS differentiation increases. Scheme actually gives HP delay performance comparable to

We used simulation to study the delay performance of omat of the “optimal” sygtem, in W_hiCh users are truthful and
scheme. Each user’s high priority queue sees a poisson arrm?‘lle operates only in contention-phase.
process, with arrival rates homogenous across users. Low- VI. CONCLUSION

priority queues are saturated. Users attempt to transmit high]rl this paper, we have presented a scheme that incentivizes

priority traffip (when_ it'is available) according .to.a bernf)u”iusers to correctly classify the priority of their traffic in 802.11e
random variable with parameter, and low-priority traffic

. . ) : systems. By using contention-free operation and designin
according to a bernoulli random variable with parameter y y g P gning

appropriate rules for polling probabilities, we have shown it
Internal collision resolution is modeled in favor of high Pprop poting p

o . . T .2 is possible to construct a scheme in which it is a dominant
priority traffl_c. The probablllty of operating in the Cont_ent'on'strategy for users to transmit their low-priority traffic with
free phase in any given slot is modeled as a bernoulli randq correct probability. Furthermore, we have shown that this

variable with parameterr. Once in contention-free phaseScheme improves the throughput performance of LP users

the AP polls a single user. Users are equally likely to bgs compared to the traditional operation of 802.11e, while

polled. If the polled users’ high-priority queue is non-emptyy Jintaining desirable delay performance for high priorit
it sends a high-priority packet. Otherwise, it sends a Iovm— ¢ y P gh p y

o sers.
priority packet. We use valugs = .05, ¢ = .01, TH = .01,
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